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Executive Summary

Artificial Intelligence (Al) is a rapidly evolving technology that is likely to grow at a pace faster
than policy can keep up. In this document, the Center for Intelligence Research, Analysis, and
Training (CIRAT) has outlined ways in which policy can stay ahead of the curve and implement
strategies that will keep the U.S. innovative, competitive, and safe. We have proposed key policy
recommendations in 16 areas ranging from Cyber & National Security, Manufacturing & Supply
Chain, Development & Regulation, and Innovation & Competition.

Key Policy Recommendations

The following policy recommendations are deemed essential to ensure that the U.S. maintains
its leadership and advances in the field of Al:

Create an open-source Al training network that will allow independent researchers,
academic institutions, and start-ups to research and develop Al models.

Create an open-source Al-driven public funding assistant for independent researchers,
academic institutions, and start-ups to identify grant and funding opportunities.

Develop a decentralized AI compute marketplace for independent researchers, academic
institutions, and start-ups to reduce reliance on large tech firms.

Develop an ethical Al-driven auditing system to ensure ethical compliance and
transparency standards.

To ensure that new entrants can become competitive and add meaningful innovation to
the Al market, it is recommended that more robust antitrust enforcement be implemented
in the Al industry.

To ensure that intellectual property (IP) enforcement is fair and does not overreach or
contribute to false takedowns, human oversight and regulation must be implemented
regarding the relationship between Al and the IP law industry.

To ensure Al is protected, the use of Al models and technologies that may be used for
national security is restricted.

Ensure freedom of navigation in the seas to promote free trade and open supply chains
for chips by building international consensus and expanding regional partnerships.

Increase the economic and financial incentives for chip manufacturers to open advanced
chip fabrication facilities in the U.S. to increase domestic chip fabrication.

Increase domestic energy production and infrastructure in strategic economic corridors
for data centers and/or chip fabrication facilities due to increased energy demands.

Enhance security in semiconductor design and Al accelerators to prevent adversarial
exploitation.

Strengthening Al data center security to mitigate cyber threats and protect Al workloads.
Ensure Al security throughout the deployment pipeline.
Develop Al safety and cybersecurity standards to ensure trustworthiness.

Enhance Al applications for cybersecurity, intelligence, and military operations.



- Establish comprehensive Al regulations and frameworks to ensure responsible
development, deployment, and use while balancing innovation and risk mitigation.

- Develop regulations and frameworks; entities such as the National Institute of Standards
and Technology (NIST) should be consulted and utilized, building upon existing
frameworks and expanding them to address emerging Al challenges.

- Maintain international collaboration.
- Ensure compliance with data regulation standards.

- Transparency and accountability should be encouraged and enforced throughout the
development of Al models.

- Establish standardized safety testing to ensure that Al development is safe before public
use.

- Leverage privacy-preserving Al techniques that are essential for secure data processing.
Development and Implementation Strategies

e Creating an open-source Al training network will allow independent researchers,
academic institutions, and start-ups to research and develop AI models. An open-
source framework would offer pre-trained models, high-quality datasets, and shared
computing resources to independent researchers, academic institutions, and start-ups to
research and develop Al models. A practical application of this initiative would be a
small Al start-up leveraging open-source resources to create an advanced medical
diagnostic tool (Brynjolfsson & McAfee, 2023).

e Create an open-source Al-driven public funding assistant for independent
researchers, academic institutions, and start-ups to identify grant and funding
opportunities. The open-source Al-driven public funding assistant will use machine
learning algorithms to analyze funding opportunities and match them with applicants
based on their project scope, technical requirements, and financial needs (European
Commission, 2024). For instance, a researcher working on Al-driven climate modeling
could use the funding assistant to locate and secure grants, thereby accelerating project
implementation and reducing the financial strain associated with Al development
(OECD, 2024).

e Develop a decentralized Al compute marketplace for independent researchers,
academic institutions, and start-ups to reduce reliance on large tech firms. A
decentralized Al compute marketplace utilizing blockchain technology will reduce
reliance on large tech firms for computing resources (Feldman, Martin, & Skop, 2024).
This marketplace would allow businesses and researchers to access distributed GPU
resources competitively, breaking the dependence on cloud computing providers. In
practice, a start-up requiring high-performance computing resources for Al training could
lease GPU power from independent providers at a fraction of the cost, significantly
lowering operational expenses and increasing accessibility to Al infrastructure (Mitchell,
2023).



Develop an ethical Al-driven auditing system to ensure ethical compliance and
transparency standards. Implementing an ethical Al-driven auditing system would
ensure that Al applications adhere to fairness and transparency standards before
deployment. This system would employ Al-driven regulatory tools to audit machine
learning models for biases, unethical decision-making, and discriminatory practices
(OECD, 2024). A practical use case would be a financial institution integrating this
auditing system into its loan approval Al model to ensure that it does not discriminate
against specific demographic groups, fostering trust and compliance with legal and
ethical guidelines (Korinek & Vipra, 2025).

Minimizing AI Monopolies

To ensure that new entrants can become competitive and add meaningful
innovation to the AI market, it is recommended that more robust antitrust
enforcement be implemented in the Al industry. Advancement in artificial intelligence
is crucial in the digital age, but it should prioritize equitable competition. The average
cost varies widely based on the organization’s Al needs, with small-scale Al automation
starting at around $10,000 and enterprise-grade projects reaching $1 million or more
(Trotolo, Hayat, & Hayat, 2025). Cost is undeniably a significant barrier to entry into the
Al market, and it is not likely to ease. For example, Epoch researchers estimate that
training Google’s DeepMind Gemini model costs $650 million, and they predict that the
expenses for developing similar Al models will double every six months (Korinek &
Vipra, 2025). Due to the high cost being a barrier to entry and most larger tech companies
owning multiple parts of the supply chain, the Al market is vertically integrated and
monopolized (Korinek & Vipra, 2025). The policy could include limiting the self-
preferencing of existing Al companies and guaranteeing fair pricing for Al infrastructure.
Further, by increasing public funding through grants, tax incentives, or incubators,
barriers to entry could be lowered for new developers and researchers. This policy can be
rolled out in three stages: First, inviting the current most significant market share owners
to bring their opinions and solutions to a public forum to discuss mitigation strategies and
the way ahead. Second, public policy can be drafted based on industry and NSF
recommendations. Third, a complete and swift policy rollout with enforcement begins
immediately.

Human Oversight in AI’s Use During IP Enforcement

To ensure that IP enforcement is fair and does not overreach or contribute to false
takedowns, human oversight, and regulation must be implemented regarding the
relationship between Al and the IP law industry. Due to the rapid development of Al
tools and assistants across the industry, most organizations likely have someone in their
office using Al This widespread use leads to undue exposure for anyone using Al-
generated work for a commercial product (Godefroy, 2024). Al can help mitigate IP theft
and enforce transnational laws, but it faces several challenges. Given the complexities of
IP and the current limitations of Al it is primarily capable of tracking and monitoring.
Humans must review the insights generated by Al to ensure accuracy and correct errors
(Suwanmatajarn, 2024). Policy considerations should involve identifying any legal cases
that utilized Al, allowing for further review to ensure no errors exist in those cases.
Additionally, by adding human controls to the review process before takedowns or cease-
and-desist orders, organizations can rest assured that there is no counter-case option



based on a frivolous or false takedown. This policy could first be implemented at the
federal district court level to identify and resolve issues before being expanded to other
levels.

Expanding AI Export Regulation

To ensure Al is protected, the use of AI models and technologies that may be used
for national security is restricted. The United States must continue adapting export
controls on chips and critical AI models to keep them from adversaries while continuing
to enable access for trusted partners (Bureau of Industry and Security [BIS], 2025).
Future Al policy should strengthen international cooperation to balance Al export
controls and prevent evasion. (BIS, 2025) The Department of Commerce’s Bureau of
Industry and Security (BIS) should utilize existing “catch-all” controls to restrict Al
exports. (Weinstein & Wolf, 2023) The U.S. should enforce and consider expanding
individual sanction controls to prevent supporting activities detrimental to national
security (Weinstein & Wolf, 2023). The U.S. needs to be dynamic in its definitions and
technical thresholds for Al export controls to ensure effective implementation due to the
evolving technology (Plotinsky, 2024). For example, the Biden-Harris administration
placed specific export controls on chips and certain AI models through the BIS (Bureau
of Industry and Security, 2025). This new regulatory framework, announced on 13
January 2025, requires authorizations to export, reexport, and transfer these items to a
broad list of countries (BIS, 2025). As a result, a company now needs to obtain a license
to export high-performance Al training infrastructure to a country on the list (BIS, 2025).
New Al export controls can be implemented as Al evolves and new technologies needing
protection are developed.

Supply Chain Stability

Ensure freedom of navigation in the seas to promote free trade and open supply
chains for chips by building international consensus and expanding regional
partnerships. Until the U.S. increases domestic chip production, it must ensure freedom
of navigation at sea to promote free chip trade, as U.S. firms represent 10-12 percent of
global chip manufacturing (SIA, 2020). Taiwan (25.4 percent), South Korea (18.3
percent), China (14.8 percent), and Japan (13 percent) account for 71.5 percent of global
chip manufacturing, making the Indo-Pacific region the epicenter of chip manufacturing
(Thadani & Allen, 2023). As geopolitical tensions rise between the U.S. and China in the
Indo-Pacific, China increases its maritime presence and aggression in the South China
Sea and the broader Indo-Pacific (CFR, 2024). China uses its Coast Guard and civilian
vessels to conduct gray zone operations to intimidate its neighbors while disrupting
economic activity in the Indo-Pacific region (Helmus et al., 2024).

Hardware and Chip Manufacturing

Increase the economic and financial incentives for chip manufacturers to open
advanced chip fabrication facilities in the U.S. to increase domestic chip fabrication.
The U.S. and its state governments can create financial incentives by increasing access to
financial capital, extending tax credits, and increasing grant opportunities (Burner, 2023;
Zhai, 2024). The U.S. and its state governments can leverage existing tax credits,
including the Advanced Manufacturing Incentive Credit and various state tax credits, to
promote domestic chip manufacturing (Rojas, 2024). State and/or local governments can



promote public-private partnerships by creating state and/or local commissions, offering
land-lease agreements to chip manufacturers, and expanding educational opportunities to
local communities to build an employment pipeline (NCSL, 2017; Investopedia, 2024).
For example, Intel’s Silicon Heartland project in New Albany, Ohio, includes $28 billion
in total private investment, including $100 million in K-12 and institutions of higher
education in Ohio (Intel, 2024). The Ohio Department of Transportation (ODOT) invests
$90 million to improve transportation infrastructure near the New Albany industrial park
(Silicon Heartland, 2025).

Energy Consumption and Efficiency

Increase domestic energy production and infrastructure in strategic economic
corridors for data centers and/or chip fabrication facilities due to increased energy
demands. The U.S. and its state governments must increase energy production and
infrastructure to account for the increased energy demand of data centers and chip
fabrication facilities (Spencer & Singh, 2024). Al Data centers currently account for one
to two percent of global energy consumption; by 2030, they are expected to represent 21
percent (Stackpole, 2025). xAI’s “Colossus” facility in Memphis, Tennessee, the largest
data center globally, requires 250 MWs for 200,000 GPUs, with its next expansion to
include one million GPUs, requiring nearly 1,000 MWs to operate (Smith, 2024; Allen,
2025).

Hardware and Chip Cybersecurity

Enhance security in semiconductor design and Al accelerators to prevent
adversarial exploitation. As Al workloads rely on specialized chips such as GPUs,
TPUs, and neuromorphic processors, securing semiconductor hardware is critical to
mitigating cyber risks. Implement security-by-design principles for Al chips using NIST s
Platform Firmware Resiliency Guidelines to protect against firmware attacks (National
Institute of Standards and Technology [NIST], 2018). Tamper-resistant Al hardware is
required following ISO/IEC 27001 Information Security Management, ensuring chip-
level protection against side-channel attacks and reverse engineering (ISO, 2022).
Develop federal Al hardware security standards aligned with DOD s Trusted Foundry
Program, ensuring secure fabrication of Al-optimized processors for defense and critical
infrastructure applications (DOD, 2024). Enhance the security monitoring of the Al chip
supply chain by utilizing CISA’s Secure Hardware Development Framework to identify
compromised components before deployment (NIST, 2024).

Data Center Cybersecurity

Strengthening Al data center security to mitigate cyber threats and protect Al
workloads. Al data centers house massive computational resources, making them prime
cyberattack targets. Advanced security measures are necessary to prevent unauthorized
access and data breaches. Adopt Zero Trust security architecture for Al data centers,
enforcing CISA’s Zero Trust Maturity Model to restrict lateral movement and insider
threats (CISA, 2023). Secure Al model data against emerging cryptographic threats by
requiring Al-specific encryption protocols aligned with NIST’s Post-Quantum
Cryptography Standards (NIST, 2024). Implement continuous threat monitoring in Al
data centers, using MITRE s ATT&CK Framework to detect Al-specific cyber intrusions



(MITRE, 2024). Expand Al workload segmentation to prevent unauthorized data access,
leveraging NCSC (2024a).

Cybersecurity

Strengthen AI model security against adversarial threats and cyberattacks. Al
systems are vulnerable to adversarial manipulation, requiring robust security frameworks
to prevent malicious exploitation. Integrate Al adversarial resilience testing, using MITRE
ATLAS to simulate attacks and enhance Al model robustness (MITRE, 2024). Develop
Al-specific access control frameworks, following NISTs Al Risk Management
Framework to prevent unauthorized model manipulation (NIST, 2023). Al security
certifications are required, and compliance with ISO/IEC 42001 AI Management Systems
is enforced to ensure that Al models meet cybersecurity best practices (ISO, 2024).

Deployment Security and AI Model Attack Prevention

Ensure Al security throughout the deployment pipeline. Al models deployed in cloud,
edge, and on-premises environments must be hardened against cyber threats. Establish Al
model provenance tracking using NIST s AI Bias and Security Testing Framework to
detect tampered models (NIST, 2024). Enforce AI API security best practices, applying
OWASP Al Security Guidelines to mitigate injection attacks on Al-powered services
(OWASP, 2024). Expand Al attack response mechanisms, integrating CISA’s Cyber
Incident Response Playbooks for Al-driven systems (CISA, 2024).

Technical and Safety Standards

Develop Al safety and cybersecurity standards to ensure trustworthiness. Al systems
must meet rigorous technical and ethical standards to ensure security and compliance.
Align Al safety regulations with international frameworks, following OECD Al Security
Guidelines for interoperability (OECD, 2024). Expand Al bias and fairness testing,
leveraging IEEE’s Al Ethics Standards to reduce discriminatory Al outcomes (IEEE,
2024). Require Al cybersecurity audits, enforcing compliance with FISMA and NIST SP
800-53 for Al deployments in government systems (OMB, 2024).

National Security and Defense

Enhance AI applications for cybersecurity, intelligence, and military operations. Al
is a critical enabler of national defense and must be secured against adversarial threats.
Deploy Al-driven cyber defense solutions, integrating DOD s AI Cybersecurity Strategy
to protect U.S. military networks (DOD, 2023). Expand Al-enabled threat intelligence,
leveraging NSA's (March, 2024 Report). Use Secure Cloud Key Management Practices.
Mandate Al red-teaming in defense applications, requiring adversarial testing for
autonomous defense systems (Brand, 2025).

Risk, Regulation, and Governance

The U.S. must establish comprehensive Al regulations and frameworks to ensure
responsible development, deployment, and use while balancing innovation and risk
mitigation. The European Union’s Artificial Intelligence Act is a notable example of this
approach, showcasing a structured framework for regulating Al (Future of Life Institute,
2024). The regulations must address different types of Al systems, classifying each in
terms of risk. Clear definitions of Al applications and legal responsibilities will prevent



ambiguity for developers, deployers, and users. The regulations must specify compliance
obligations, enforcement mechanisms, and legal consequences for violations, ensuring
accountability throughout Al development and use. Al regulations must consider strategic
factors, including public impact, national security, and economic stability.

To effectively develop regulations and frameworks, entities such as the NIST should
be consulted and utilized, building upon existing frameworks and expanding them
to address emerging Al challenges. NIST’s Al Risk Management Framework (Al RMF)
provides a structured approach to identifying, assessing, and mitigating Al risks, making
it a strong foundation for national Al regulations (NIST, 2023). Policymakers should
work with NIST and similar entities to refine and expand existing frameworks,
incorporating Al-specific risk assessments tailored to public safety, national security, and
economic stability.

International collaboration is crucial in establishing effective Al regulation and
governance. The U.S. can share research, gain insights, standardize Al guidelines, and
foster ethical and safe Al development and usage by building international partnerships.

Ensure compliance with data regulation standards. The U.S. must mandate Al
developers to comply with data regulation standards such as the General Data Protection
Regulation (GDPR) (European Parliament & Council of the European Union, 2016) and
the California Consumer Privacy Act (CCPA) (California State Legislature, 2018).

Model Development

Transparency and accountability should be encouraged and enforced throughout
the development of AI models. Mandating Al developers to disclose information about
their models’ capabilities, limitations, and data sources enables external scrutiny for
positive growth and fosters public trust in Al

Establish standardized safety testing to ensure that AI development is safe before
public use. Al model safety evaluations should identify and mitigate potential security or
ethical risks. Safety evaluations must ensure that the Al system operates as intended
while not violating human or constitutional rights, such as censorship and freedom of
speech.

Data Privacy and Security Throughout the AI Lifecycle

Leverage privacy-preserving Al techniques essential for secure data processing.
Organizations should integrate privacy-enhancing technologies (PETs) such as federated
learning, differential privacy, and homomorphic encryption to mitigate risks associated
with Al model training. These techniques allow Al models to process sensitive data
without exposing raw data to external entities. PETs help maintain user privacy while
enabling Al advancement (NIST, 2024).
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